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Learning
Objectives

>

>

Actively participate throughout the session and be in attendance for at least 50
Q@ minutes for each CPE credit hour. If you need to leave mid-session, please visit

Upon completion of this session, participants will be able to:

Recognize trending risks and strategies under each committees’
purview

Explain best practices in oversight responsibilities for each committee

|dentify questions directors should be asking in support of their
oversight responsibilities

Discuss trending responsibility allocation to committees together with
best practices in committee communications and reporting

‘ the registration desk prior to leaving.
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Renewed Interest in ERM

Specific governance activities to oversee execution
of corporate objectives and goals

Enhancing corporate
Executive
Raising capital
Innovating the current

corporate strategy

Enterprise risk

Boards Balance
Innovation and Risk

2024 BDO BOARD SURVEY

ACCESS SURVEY HERE »



https://insights.bdo.com/2024-BDO-Board-Survey.html

Strengthening Board Governance

Specific governance activities to strengthen
both management and the board

Board of director
refreshment

Providing continuing board
education on emerging risk
areas

Evaluating committee
structure and responsibilities

Succession planning for
management

Boards Balance
Innovation and Risk

2024 BEDO BOARD SURVEY

ACCESS SURVEY HERE »



https://insights.bdo.com/2024-BDO-Board-Survey.html

Balancing Risk & Strategy

What, if anything, is your board's top
strategic priority for the next 12
months?

CORPORATE CULTURE, DEI, AND HUMAN CAPITAL
MANAGEMENT

ENHANCING ESG STRATEGY, MEASUREMENT, AND
ACCOUNTABILITY

ENSURING EFFECTIVE CYBERSECURITY/DATA
PROTECTION POLICIES AND PROCEDURES

INCREASING STAKEHOLDER ENGAGEMENT

ADVANCING THE USE OF EMERGING TECHNOLOGY
WITHIN OUR BUSINESS

DRIVING ORGANIC AND/OR NON-ORGANIC
GROWTH

What, if anything, do you anticipate
being the most significant risks to your
business for the next 12 months?
(Select up to three)

REGULATORY COMPLIANCE

24.10%

CYBER THREATS/INCIDENTS 25.30%

LIQUIDITY AND ACCESS TO / COST OF
CAPITAL

LAGGING IMPLEMENTATION OF
EMERGING TECHNOLOGIES

RECESSIONARY DECLINES IN
PRODUCT/SERVICE DEMAND

26.51%

TALENT ACQUISITION/RETENTION




Emerging Technology: Oversight & Strategy

Questions for the board to consider:

* Are we thinking about how GenAl will impact
The integration of generative Al presents both opportunities and challenges for organizations. our strategy?

As such, the role of board oversight in guiding responsible and strategic deployment of Gen Al

i . . - . Do we understand the organization’s digital
becomes increasingly important involving:

assets?

Is the use of Al enterprise-ready? What does

i ?
Establishing monitoring and compliance systems to b Evaluating how generative Al may be used to this mean?
pay ongoing attention to technology adoption. This  %dgg enhance a company's oversight systems and Are there appropriate barriers in place to
could involve a committee or sub-committee of the processes, e.g., automating reports, creating protect proprietary and sensitive data?
I:joard responsible frD1r evaluating technology-related mcrrnl‘tr:nrlrllg or anal::,r5|s tools tlo spot potential . Do we have a robust data management and
risks and opportunities. deficiencies, firmwide education and communication, etc. )
governance framework established?

Ensuring that the board and the organization have — Documenting the duties of the board Are Wi actively asses_smg and aergssing
adequate education and training on generative related to oversight and monitoring of risk potential Cyl?e_rsecu”ty vulnerabilities and
Al and its potential benefits and risks. This could management activities of generative Al. threats specific to our Al systems?
include inviting external experts, engaging with internal Is there standardization being applied - e.g.,
stakeholders, and participating in relevant workshops Ensuring that a clear tone is set by . questions asked around
Or CoUrses. management and communicated with O.D ethics/biases/data/legal and how is the

respect to company developed policies and m lifecycle of any of our Al models being
Confirming comprehensive change management I protocols regarding appropriate and ethical managed?
and communication plans exist to address the — use of generative Al in all aspects of the business. Are we able to prioritize the highest ROI use

impact of generative Al on the company's strategy,

: cases, associate risk, and allocate resources?
culture, operations, and governance.

Do we have appropriate benchmarks for safe
deployment of advanced technology and the
cross-functional knowledge to answer this
question?

Refer to BDO’s recent archived webinar: The Board’s Oversight of Artificial Intelligence
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The Board’s Take on Cybersecurity

25% of directors point to cyberthreats and incidents as the most significant
.. risk to their business over the next year

27% say cybersecurity is one of the most in-demand board skillsets

41% of directors will increase investment in cybersecurity, data privacy and
governance over the next year

PRIORITIZING CYBERSECURITY IMPROVEMENT

—— 45%

Pursuing an external assessment,
such as a systems and
organization control (SOC)
for cybersecurity report ora
maturity/gap assessment, to
further aid in preparedness and
program maturity

Creating internal processes
and improving communication
channels to report on cyber risk
management and occurrences of
cyber incidents

41% 37% 35%

' > \/
¥ | | {4
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Changing the treatment of cyber
risk from an “IT responsibility” to
a "company-wide responsibility”

Determining what company-
specific factors may constitute a
material cyber incident to enable

timely and compliant reporting

</

— 33%

Allocating additional
resources to expand detection
and response capabilities

Benchmarking and
monitoring cybersecurity
disclosures and cyber breach
reporting by competitors

32%

Holding tabletop
exercises to enhance response
and preparedness for
cyber occurrences

The CrowdStrike outage significantly
affected many companies, highlighting
need for strong contingency plans,
oversight of critical 3" parties, and
mechanisms to assess operational and
financial impacts.

As companies recover from cyber
incidents and conduct post-mortem
reviews, they must address various
questions to mitigate the risk of future
occurrences:

How did this happen?

How do we perform a comprehensive
post-mortem review?

How do we prevent this from
happening again?

How should this affect oversight of 3
software providers?

How do we protect ourselves from bad
actors attempting to exploit the
situation?

How do we measure the business
operational impact and/or financial
damages of the outage?

Read the full article



https://www.bdo.com/insights/advisory/six-questions-to-ask-in-a-post-mortem-review-after-a-cyber-incident

Stakeholder Engagement

71% of boards have
taken action with

respect to shareholder
activism in 2024 o000

7Y

K
57% of boards have not Stakeholders

discussed company
stances on social issues

regula.turv
Source: authorities

5 Tips to Improve Stakeholder
Engagement

1.

Create a stakeholders map
for board decisions and
responsibilities

Find ways to bring the voices
of different stakeholders into
the boardroom

Look outside the boardroom
for potential improvements
Measure stakeholder needs
and solicit continual
feedback

Adapt and evolve as needed

Source:


https://www.pwc.com/us/en/services/governance-insights-center/library/annual-corporate-directors-survey.html
https://www.pwc.com/us/en/services/governance-insights-center/library/annual-corporate-directors-survey.html
https://www.nasdaq.com/articles/5-ways-directors-can-enhance-stakeholder-engagement

Human Capital - The Broader Boardroom Mandate

Employees and employers have divergent views on talent, culture and leadership
(Percentage who agree with each statement)
Employee @ Employer

Employees feel connected to their teams 68%

Employee workload is balanced 61%
Organization is effective at managing change 62%

Employees feel trusted and empowered by their leaders 64%

Organization has gone through large-scale change and
successfully invested in people

Organization is equipped to adapt to change and build 58%
skills for evolving needs

Employees have the ability to innovate and/or have time
for unplanned collaboration 59%

Leadership is in tune with the experience of the
workforce (i.e., has a good measure of it)

&

&

Leadership cares about employees as people

Source: How Boards Can Champion a Resilient Talent Strategy, A Corporate Board Member and EY Research Report



https://boardinstitute.wpenginepowered.com/wp-content/uploads/2024/09/EY-How-Boards-Can-Champion-Talent-Strategy-EY-CBM.pdf

Compliance in an Increasingly Complex Environment

Boards’ Actions to Prevent and Detect Fraud

40%

Regular review Monitor and Discuss Foster a no- Monitor Attend regular Examine past
and discussion of investigate company- tolerance policy employee trainings on instances of
compliance whistleblower specific factors by building a accountability compliance noncompliance
materials in reporting that may strong culture of  for compliance policies
board meetings mechanisms increase the compliance

likelihood that
fraud may occur

n 2024 FALL BOARD SURVEY



Resources




Governing SRy

Data and /
Cyber Risk /
DATA PRIVACY
BOARD OVERSIGHT AND GOVERNANCE
> OF CYBERSECURITY CHECKLIST FOR
Questions Directors Should Be Asking THE BOARD

BDO

Click here to access the full report Click here to access the full report
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The BDO Center for Corporate Governance

BDO’s Center for Corporate Governance recognizes board members need easy access to

comprehensive information and insights they can rely on. Corporate governance and
related risks and opportunities is an evolving landscape encompassing a variety of
issues and requires subject matter professionals who engage regularly with
stakeholders — including regulators, management, board members and thought leaders
— and share information directly with client management teams, the board and its
committees. Whether you are new to board service, assuming a new role or a seasoned
director who wants to remain up to date, we have you covered.

Our governance team delivers

>
>
>

Thought leadership, practice aids, tools, and newsletters
Technical updates and insights on emerging business issues

BDO in the Boardroom podcast series for board of directors and those charged with
governance

A three-pronged evolving curriculum consisting of upcoming webinars and archived
self-studies

Opportunities to engage directly with BDO thought

To begin receiving email notifications
regarding BDO publications and event
invitations (live and web-based),
visit https://www.bdo.com/create-
account and create a profile.

If you already have an account on BDO’s
website, visit the My Profile page to login
and manage your account preferences
www.bdo.com/member/my-profile.



https://www.bdo.com/bdo-center-for-corporate-governance
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http://www.bdo.com/member/my-profile

The BDO Center for Corporate Governance

BDO commits significant resources to keep our professionals and our clients up to date on
current and evolving technical, governance, industry, and reporting developments.

Our clients’ time is valuable, as management must meet all compliance requirements
while maintaining lean and efficient teams. This is why our culture guides us to view
ourselves as trusted advisors, not merely accountants serving compliance needs. By
leveraging the shared knowledge of our top professionals across the country and globe, we
develop succinct thought leadership and training programs to help clients stay abreast of
emerging trends and requirements. Below are examples of our resource centers,
knowledge programming and technical researching tools used by BDO to keep our clients
and our professionals current:

» BDO Knowledge Webinars, Archives and Self-Study Courses — BDO continues to
develop a broad variety of topical programming via CPE-worthy webinars and self-
study courses and non-CPE archives so that participants can build a customized
education curriculum to meet their needs. Refer to our Events & Webcasts page.

» Technical Research Tools - BDO uses Thomson Reuters Checkpoint Edge (“Checkpoint”)
as a primary source of insightful interpretations on GAAP, GAAS and Securities and
Exchange Commission rules. Checkpoint is continually updated and considered to be
one of the timeliest and most comprehensive online databases of analytical
interpretations of accounting, auditing and SEC matters. Access to Checkpoint, and
several other research tools, provide each professional the technical research
capability to enable immediate response to client-specific technical issues.

View the full BDO Corporate Governance Matters Webinar Series

m 2024 Quarterly

Technical Update
WEBCAST SERIES

VIEW THE FULL
UARTERLY TECHNICAL UPDATE
WEBCAST SERIES

E. BDO Corporate
=@ Governance Matters

VIEW THE FULL CENTER FOR
CORPORATE GOVERNANCE
WEBCAST SERIES

INTERNAL AUDIT

VIEW THE FULL
INTERNAL AUDIT WEBCAST SERIES



https://www.bdo.com/insights/assurance/fasb/quarterly-technical-update-webinar-series-2023
https://www.bdo.com/insights/assurance/fasb/quarterly-technical-update-webinar-series-2023
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BDO in the Boardroom Podcasts

SUBSCRIBE TO BDO’S PODCAST SERIES ON ITUNES OR SPOTIFY

>

What Should Be On Today’s
Nomination & Governance
Committee Agenda?

Post-Election and Corporate Tax
Considerations for Boards

Board Oversight in Action:
Navigating Investigations and
Mitigating Penalties

Pre-Election Tax Considerations
for Board of Directors

Overseeing the Use of GenAl in
Financial Reporting

Audit Committee: Alleged Fraud,

Now What?

>

Audit Firms Changing Their Business
Models- What Audit Committees May
Want to Know

Measuring Culture Within Your
Organization

Are You Prepared for New Sustainability
Laws in California?

Governing the Embrace of Al Benefits
and Risks within Your Business

How Technology Enablement Can Magnify
A Positive Impact on Audit Quality

How to Prompt Management to Get the
Most Out of Data Analytics

Automation: How to Unlock Corporate

Value

MORE CONTENT AVAILABLE AND NEW EPISODES ADDED REGULARLY!

Want to stay up to date with the
BDO in the Boardroom podcast?
Sign up to receive our Corporate
Governance Insights and you’ll
receive an email as new episodes
are released.
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U pcomi ng / Quarterly Technical Update - Q1 2025 April 9, 10, 11 & 15, 2025
Arch.lved ,%A()ezeiiihireholder Meeting Agenda: Setting Expectations for Shareholder February 26, 2025
Webinars e S
2024 Board Compensation Trends and Year-End Planning Considerations November 20, 2024
Quarterly Technical Update Q4 2024 January 15, 2024
2024 BDO Fall Board Survey October 30, 2024
Q3 2024 IFRS Quarterly Update October 16, 2024
‘ Quarterly Technical Update Q3 2024 October 9, 2024
E The Board’s Oversight of ERM September 25, 2024
~a— Q2 2024 IFRS Quarterly Update July 17, 2024
Quarterly Technical Update Q2 2024 July 10, 2024
View a complete
listine of BDO and The Board’s Oversight of Artificial Intelligence May 22, 2024

archived webcasts Q1 2024 IFRS Quarterly Update April 17, 2024
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BDO Bulletin: SEC Finalizes Climate Rules Mar 2024
2024 Shareholder Meeting Agenda Feb 2024
Audit Committee Priorities for 2024 Feb 2024
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CONTACT US »

About BDO USA

Our purpose is helping people thrive, every day. Together, we are focused on delivering exceptional and sustainable

outcomes and value for our people, our clients and our communities. BDO is proud to be an ESOP company, reflecting
a culture that puts people first. BDO professionals provide assurance, tax and advisory services for a diverse range of
clients across the U.S. and in over 160 countries through our global organization.

BDO is the brand name for the BDO network and for each of the BDO Member Firms. BDO USA, P.C., a Virginia
professional corporation, is the U.S. member of BDO International Limited, a UK company limited by guarantee, and
forms part of the international BDO network of independent member firms.

For more information, please visit: www.bdo.com.

Material discussed is meant to provide general information and should not be acted on without professional advice tailored to your needs.

© 2024 BDO USA, P.C. All rights reserved.
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