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BDO CMMC RPO Accredited Status

R A3 BDO is a CMMC Registered
©YBER i .
Practitioner Organization
1 REGISTERED PRACTITIONER (RPO) and is listed in Active

aa Status on the CMMC-AB
Marketplace

Source: The Cyber AB: CMMC Accreditation
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CONTACT US

CONTACT US

fRingvO



https://cyberab.org/Member/RPO-4625-Bdo-Usa-P-C

Learning Objectives

Upon completion of this session, participants will be able to

» Identify new & emerging Federal Regulation for
safeguarding of CUI

» Forecast for the emerging proposed rules for Federal &
Department of Education

» Provide useful insights at NIST 800-171 & impacts to
architecture design & cybersecurity
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FAR 52.204-21:
“Basic Cyber Hygiene”
and FCI




FAR CLAUSE - FAR 52.204-21
Understanding “Basic Cyber Hygiene”

FAR 52.204-21:

Basic Safeguarding of Covered Contractor Information Systems

Defines FCI

Information, not intended for public release, that is provided by or generated for the Government under a contract to
develop or deliver a product or service to the Government, but not including information provided by the Government
to the public (such as on public websites) or simple transactional information, such as necessary to process payments.

Safeguarding . . .
Requires application of basic safeguarding requirements > Defines “Basic Cyber Hygiene”
when processing, storing, or transmitting Federal » 15 Security Controls to Implement
Contract Information (FCI) in or from covered » Mandatory Flow-down to Subcontractors
contractor information systems.
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Federal Contract Information (FCI)

Information, not intended for public release, that is
provided by or generated for the Government under a
contract to develop or deliver a product or service to the
Government.

Definition

» Federal contract information does not include “simple
transactional data” (e.g., for billing or payment
processing) or information intended for public release

Exemption (e.g., publicly accessible website data)

» Not applicable to commercially available off-the-shelf
(COTS) (e.g., printers, copiers) items

» Still applies to Commercial Items (including services)

F ALY Il Mandatory flow down to subcontractors

Marking There are no current formal markings for FCI

Reference: FAR 52.204-21

EXPANDING CUI REGULATIONS

Examples of federal contract
information include:

Contract Information
Contract Award/Mod/Option

Emails exchanged between the
DoD and defense contractor

Proposal responses

Contract performance reports

Organizational or
programmatic charts

Process documentation
Past performance information

Does not include:

COTS Items
Simple transactional data

Information intended for
public release



https://www.acquisition.gov/far/52.204-21

What is CUI? | @




DFARS 252.204-7012
Safeguarding for Controlled Unclassified Information (CUI)

DFARS 252.204-7012:

Safeguarding Covered Defense Information and Cyber Incident Reporting

Defines CUI NARA archives: Classification for CUI Categories
Law, regulation or Government-wide policy requires to https://www.archives.gov/cui/registry/category-list
have safeguarding or disseminating controls, excluding
information that is classified under EO 13526. Exemption: Manufacturers of COTS / Commercial Items
Provide “Adequate Security” System Security Plan (SSP) Plan of Action and Milestones (POA&M)
NIST SP 800-171 requirements to be implemented requirements not yet implemented
Safeguard Covered Defense Report Cyber Incidents within Report Malicious SW
Mandatory Flowdown Clause : : .
to Subcontractors Information (CDI) 72 hours: DIBNET Facilitate Damage
(read: CUI) DoD Cyber Crime Center (DC3) Assessment
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https://www.archives.gov/cui/registry/category-list

Controlled Unclassified Information (CUI)

Information the Government creates or possesses, or that
an entity creates or possesses for or on behalf of the
Definition Government, that a law, regulation, or Government-wide
policy requires or permits an agency to handle using
safeguarding or dissemination controls

DG ylelalls M Commercial products and commercial services

Mandatory flow down to subcontractors for which
subcontract performance will involve covered defense
information, including subcontracts for commercial
products or commercial services.

Flow Down

Marking Basic or Specified CUI markings, see NARA CUI List

Reference: DFARS 252.204-7012
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Controlled Technical
Information Examples:

With Military or Space
Applications:

Research and engineering
data,

engineering drawings, and
associated lists, specifications,
standards, process sheets,
manuals, technical reports,
technical orders, catalog-item
identifications, data sets,
studies and analyses and
related information

computer software executable
code and source code

Does not include:
Commercial Products
Commercial Services



https://www.acquisition.gov/dfars/252.204-7012-safeguarding-covered-defense-information-and-cyber-incident-reporting.
https://www.archives.gov/cui/registry/category-list

The Cybersecurity
Maturity Model
Certification (CMMC)




Updates for the CMMC 2.0
Final Rulemaking

» The 32 CFR CMMC Final Rule was published in » Proposes 3 levels of cybersecurity maturity,

the Federal Register and approved by enabling organizations of varying capabilities
congress as of December 16, 2024 to be appropriately assessed and certified

» The 48 CFR will be finalized in 2025 to » All DIB contractors MUST be Level 1 at a
finalize DFARS 252.204-7021, the clause minimum and will be required to be Level 2
mandating CMMC certification in Gov if receiving or storing Controlled Unclassified
contracts Information (CUI)

» Mandates a CMMC-certified C3PAO third- » Expected to impact over 300,000 entities
party certification of contractors’ systems within the DIB, with almost 80,000 required
and practices to ensure they meet the to be CMMC Level 2 either via self-attest
required CMMC levels (about 4,000) or CMMC Certification (about

» The proposed rule offers a 4-phase rollout 76,000) within 12-24 months after Final Rule

after Final Rule is released

n EXPANDING CUI REGULATIONS



CMMC Model

134 e DIBCAC assessment
requirements (110 from every 3 years
NIST SP 800-171 r2 e Annual Affirmation

plus 24 from 800-172)

CMMC 2.0 Processes 110 * CIPAC usesament every

lEVEl 2 requirements aligned e Self-assessment every 3
with NIST SP 800-171 years for select programs.
r2 e Annual Affirmation

Annual self-assessment

L ]
requirements aligned -
WD EARS 204210 | S noualaflioation

Source: CMMC Model (defense.gov)
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https://dodcio.defense.gov/CMMC/Model/

CMMC 2.0 FINAL RULE
Key Takeaways

EXPANDING CUI REGULATIONS

When will you see it in your contracts?

CMMC Contract clause: DFARS 252.204-7021
 |s a Condition of Award (must have at time of award to qualify for award)
« Will appear in new contracts & new option years

Defense contractors and subcontractors must comply with security
requirements such as FAR clause 52.204-21 and DFARS clause 252.204-7012

May also see related clauses in contract: DFARS clause 252.204-7019, 7020 and
7024

Required to develop a System Security Plan (SSP)

Defense contractors and subcontractors processing, storing, or transmitting
Federal Contract Information (FCI) are subject to CMMC Level 1

Defense contractors and subcontractors processing, storing, or transmitting
Controlled Unclassified Information (CUI) are subject to CMMC Level 2 or 3

The applicability of CMMC Level for procurement will be determined by the
Department of Defense (DoD)

Subcontractor flow-down is a requirement



CMMC 2.0 FINAL RULE About CMMC 2.0
Key Takeaways
» Tiered Model (CMMC Levels 1-3):

« CMMC Level 1 (Self-Attest):

- Requires annual self-assessment and affirmation of security requirements by senior
company official

 CMMC Level 2 (C3PAO Certification):

- Verification of security requirements alighed with NIST SP 800-171 Rev 2 is necessary
for CMMC Level 2

« CMMC Level 3 (DoD Certification after Level 2 Certification):
- Must achieve CMMC Level 2 certification by C3PAO first

- DIBCAC Certification of Level 3 after implementation of 24 selected security
requirements from NIST SP 800-172

» Scores from self-assessments need to be submitted in the Department of
Defense’s Supplier Performance Risk System (SPRS). Post-3-year CMMC
Certification, SPRS annual affirmations of compliance are mandatory yearly.

» Need to close out any Plan of Action and Milestones (POA&M) within 180 days
of assessment

n EXPANDING CUI REGULATIONS



Current CMMC Ru[emak]’ng Timelines Timelines are best estimates based
on information publicly posted

2024 2025 2026 2027

JUL AUG SEPT OCT Nov DEC JAN  FEB MAR APR MAY JUN JUL AUG SEPT ocT Nov DEC AN FEB MAR APR MAY JUN JUL AUG SEPT OCT Nov DEC AN FE  maR
' T R DA S D N TR TN TR NN SN SR SENN AN AR A D DN TR R MENN D M SN RN D RN S A N TR

I I I
32 CFR Congress
. . oIRA NGRS
timeline Review | Rule Rollout for CMMC Assessments
Rollout for ggvgiys (estimate 7 years for full rollout of C3PAOs performing all assessments)
Assessments
32 CFR 32 CFR
Final Rule Published Final Rule C leted .
ety aniend I R v/ Establishes the CMMC 2.0 Program

48 CFR ! ! ,
NI << ooy (o Public Comments Rollout to CMMC DFARS in Contracts
timeline It it Review
90 Days Period Adjudication (4'Phase ROU.OUt)
Rollout to 60 days Timeframe unknown

Contracts Phase 1 - Self Assessments Phase 2 - CMMC Level 2 C3PAO Assessments & Certification
48 CFR : 48 CFR
P o  Fina Bt DFARS 252.204-7021 is finalized as part of DFARS Case 2019-D041
Lessssssnnnnnnnns

DoD will pursue rulemaking in:
1) title 32 of the Code of Federal Regulations (CFR), to establish the CMMC 2.0 program; and,
m EXPANDING CUI REGULATIONS 2) title 48 CFR, to implement any needed changes to the CMMC program content in 48 CFR.



Current CMMC Ru[emak]’ng Timelines Timelines are best estimates based

on information publicly posted

2024 2025 2026

JUL AUG SEPT OCT Nov DEC JAN  FEB MAR APR MAY JUN JUL AUG SEPT ocT Nov DEC AN FEB MAR APR MAY JUN JUL AUG SEPT OCT Nov DEC AN FE  maR
| | | | | | | | | | | | | | | | | | | | | | | | | | | | I | |

32 CFR Congress

timeli oIRA NGRS

Imeline Review | Rule Rollout for CMMC Assessments
review

Rollout for

60 Days

(estimate 7 years for full rollout of C3PAOs performing all assessments)
Assessments

32 CFR 32C

Final Rule Published Final Rule C
Sept 14 De

YOU ARE HERE

Establishes the CMMC 2.0 Program

48 CER It takes 12-18 months to become compliant
... I '°:ic comments Rollout to CMMC DFARS in Contracts
timeline It it Review &
90 Days Period Adjudication (4'Phase ROllOUt)
Rollout to 60 days Timeframe unknown

Contracts

Phase 1 - Self Assessments

48 CFR
Proposed Rule
Aug 15, 2024

48 CFR
: Final Rule
poETAT Certification: C3PAOs are DoD Contracts will start requiring Certification

currently booked out to HERE as a condition of award HERE

Phase 2 - CMMC Level 2 C3PAO Assessments & Certification

DoD will pursue rulemaking in:
1) title 32 of the Code of Federal Regulations (CFR), to establish the CMMC 2.0 program; and,
EXPANDING CUI REGULATIONS 2) title 48 CFR, to implement any needed changes to the CMMC program content in 48 CFR.



CMMC Phased Implementation In some procurements, DoD may implement
CMMC requirements in advance of the planned phase

Phase 1 Phase 2 Phase 3 Phase 4
Self-Assessments CMMC Level 2 Certifications CMMC Level 3 Certifications Full Roll-out to all

CMMC Level 1 & Level 2 CMMC Level 2 DoD will insert CMMC Includes all CMMC
Self-Assessments required Certification Assessment Level 3 Certification Program requirements in
as a condition of award requirements are applied Assessment requirements all DoD solicitations and
for new contracts and to new contracts/option for all applicable DoD contracts, including
option years years solicitations and contracts option periods.
DoD Optional: DoD Optional: as a condition of contract
CMMC Level 2 CMMC Level 3 award.
CMMC Level 2 DoD may also include DoD Optional:
Certifications may be CMMC Level 3 Delay Requirements
added for applicable Certification Assessment DoD may choose to delay
contracts as condition of requirements as it deems inclusion of CMMC
award for some early necessary for applicable requirements as
contracts/option years solicitations and appropriate.
contracts.
0-12 Months 12-24 Months 24-36 Months 36+ Months

*newly Changed for 32 CFR Final Rule

m EXPANDING CUI REGULATIONS



-
Other CUI Clauses

|




Federal Acquisition Regulation (FAR)
CYBERSECURITY CLAUSES

» FAR 52.204-XX - New Proposed CUI Rule
FAR 52.204-YY - New FAR Proposed [No CUI] Rule

» FAR 52.204-21 - Basic Safeguarding of Covered
Contractor Information Systems

» FAR 52.204-23 - Prohibition on Contracting for
Hardware, Software, and Services Developed or
Provided by Kaspersky Lab

» FAR 52.204-25 - Prohibition on Contracting for
Certain Telecommunications and Video Surveillance
Services or Equipment (Section 889)

» FAR 52.204-26 - Covered Telecommunications
Equipment or Services—Representation

» FAR 52.204-27 - TikTok Prohibition
» FAR 52.239-1 Privacy or Security Safeguards

v

EXPANDING CUI REGULATIONS

Standalone Agency CUI Clauses

Department of Energy:

» DOE Order 471.7 - Controlled Unclassified
Information

Department of Homeland Security:

» HSAR 3052.204-72: Safeguarding of Controlled
Unclassified Information




Department of Defense (DoD)
CYBERSECURITY CLAUSES

» DFARS 252.204-7008 - Compliance with Safeguarding
Covered Defense Information Controls

» DFARS 252.204-7009 - Limitations on the Use or
Disclosure of Third-Party Contractor Reported Cyber
Incident Information

» DFARS 252.204-7012 - Safeguarding Covered Defense
Information and Cyber Incident Reporting

» DFARS 252.204-7018 - Prohibition on the Acquisition
of Covered Defense Telecommunications Equipment
or Services

» DFARS 252.204-7019 - Notice of NIST SP 800-171 DoD
Assessment Requirements

» DFARS 252.204-7020 - NIST SP 800-171 DoD
Assessment Requirements

m EXPANDING CUI REGULATIONS

DFARS 252.204-7021 - Cybersecurity Maturity Model
Certification (CMMC) Requirements *New in
rulemaking 48 CFR

DFARS 252.204-7024 - Notice on the Use of the
Supplier Performance Risk System

DFARS 252.225-7048 - Export-Controlled Items

« Export Administration Regulations (EAR) - Controls
the export of dual-use and commercial items.

* International Traffic in Arms Regulations (ITAR) -
Controls the export and import of defense-related
articles and services.

DFARS 252.239-7010 - Cloud Computing Services

DFARS 252.239-7016 - Telecommunications Security
Equipment, Devices, Techniques, and Services



DON’T BE FOOLED

If You have ITAR, You have CUI

If you have DFARS 252.225-7048 “Export-Controlled Items” on your contract - assume 7012 is too

DFARS 252.225-7048 inserts requirements for The applicable regulations and laws may include:
export-controlled items under the contract. The 1. The Export Administration Act of 1979, as
Contractor shall comply with all applicable laws and amended (50 U.S.C. App. 2401, et seq.);

regulations regarding export-controlled items,

including, but not limited to, the requirement for 2. The Arms Export Control Act (22 U.5.C. 2751, et

contractors to register with the Department of State seq.);

in accordance with the ITAR. The Contractor shall 3. The International Emergency Economic Powers
consult with the Department of State regarding any Act (50 U.5.C. 1701, et seq.);

questions relating to compliance with the ITAR and 4. The Export Administration Regulations (15 CFR
shall consult with the Department of Commerce Parts 730-774);

regarding any questions relatin.g to com.plian.ce Wit,h 5. The International Traffic in Arms Regulations (22
the EAR. Any federal contract information with this CFR Parts 120-130); and

clause should be safeguarded on FedNet. ,
6. Executive Order 13222, as extended.

EXPANDING CUI REGULATIONS



FAR Proposed CUI Rule




New FAR
Proposed Rule:
DoD, GSA and NASA

POSTED 1/15/2025

24  EXPANDING CUI REGULATIONS

. FEDERAL REGISTER

N Al The Daily Journal of the United States Government
ARCHIVES

Proposed Rule l

Federal Acquisition Regulation: Controlled Unclassified
Information

A Proposed Rule by the Defense Department, the General Services Administration, and the National \‘ v
Aeronautics and Space Administration on 01/15/2025

@ This document has a comment period that ends in 48 days. (03/17/2025) SUBMIT A PUBLIC COMMENT

8 comments received. View posted comments

<« _PUBLISHED DOCUMENT: 2024-30437 (90 FR 4278)

[N poF | DOCUMENT HEADINGS |

Docurnent Department of Defense
Details General Services Administration
National Aeronautics and Space Administration
Document 48 CFRParts 1,2,3,4,5,7,9,11,12, 15, 27, 33, 42, 52, and 53
Dates [FAR Case 2017-016, Docket No. 2017-0016, Sequence No. 1]

CLICK HERE »



https://www.federalregister.gov/documents/2025/01/15/2024-30437/federal-acquisition-regulation-controlled-unclassified-information

Regulatory Background and Rule Overview

The proposed FAR CUI Rule will require contractors and subcontractors
across all federal agencies will be subject to more stringent CUI
cybersecurity, training, and incident reporting requirements

« Stakeholders: DoD, GSA, NASA

The FAR CUI Rule proposes multiple changes to the FAR for standardizing
CUIl safeguarding, but its major components are:

« Standard Form (SF) XXX, Controlled Unclassified Information
Requirements

 FAR Clause 52.204-XX, Controlled Unclassified Information

 FAR Clause 52.204-YY, ldentifying and Reporting Information That Is
Potentially Controlled Unclassified Information

COTS Exemption remains: The proposed FAR CUI Rule would apply to all
solicitations and contracts except for solicitations and contracts solely for
the acquisition of commercially available off-the-shelf (COTS) items

m EXPANDING CUI REGULATIONS

Background

» Executive Order 13556 -
Obama Administration
Nov 2010

« Appointed NARA to
implement uniform CUI
program requirements
for all federal contracts

2016 - CUl program was
codified in the Code of
Federal Regulations at 32
C.F.R. Part 2002

Only the DoD has formalized
contractual requirements
directing contractors to

safeguard CUIl in accordance
with 32 C.F.R. Part 2002

- DFARS 252.204-7012

- DFARS 252.204-
7019/7020/7024

- DFARS 252.204-7021 CMMC




PUBLISHED JAN 15, 2025

Proposed FAR CUI Rule

v

Creates two FAR Clauses:

FAR 52.204-XX

“Controlled Unclassified Information”
(when specified in the contract)

Includes new form Standard Form (SF) XXX that
the Govt provides to instruct on
safeguarding/training for CUI specific to the
contract

Requires implementing NIST 800-171 Revision 2
Report Cyber incidents within 8 hours of discovery

Comply with any additional CUI safeguarding/
training requirements of SF-XXX form

m EXPANDING CUI REGULATIONS

FAR 52.204-YY
“Identifying and Reporting Information That Is

Potentially Controlled Unclassified Information”

» This clause will apply if contractors receive a

Standard Form indicating that they will not handle
or generate CUI during contract performance

Report to agencies if you have received information
that may potentially be CUI and to report cyber
incidents impacting such information

If contractors receive CUI that is NOT reported on
SF-XXX, you will have to report to the Gov within
8 hours



FAR.204-XX

Information System Requirements

FAR 52.204-XX requires
contractors to safeguard CUI
according to:

a) Requirements set forth in
52.204-XX, and

b) Any additional, agency-specific
CUl requirements, policies, or
procedures that may be detailed
in SF XXX.

The prescribed safeguarding
requirements only apply to CUI
identified in SF XXX.

EXPANDING CUI REGULATIONS

Contractors who handle CUI within a non-federal (i.e., contractor)
information system must:

>
>

>

Comply with the 110 security requirements of NIST SP 800-171, Rev. 2

Submit a system security plan (SSP) documenting its NIST SP 800-171, Rev. 2
compliance upon request by the government

Implement additional information security requirements the contractor
“reasonably determines” are necessary to provide adequate security for CUI

If using a cloud service provider to handle or store CUI, ensure that the
cloud provider meets Federal Risk and Authorization Management Program
(FedRAMP) Moderate baseline requirements and will comply with CUI
incident reporting requirements

Report the discovery of potential CUI to the government within 8 hours of
discovery and safeguard the potential CUI until the government determines
whether it is CUl or not



FAR.204-XX
Personnel Requirements

Federal Information Systems

» Applies to contractors who will handle CUI
within a federal information system (a system

owned by the Govt or operated on behalf of
the Govt) to NIST SP 800-53

» ldentified in the applicable SF XXX

» If using cloud computing services, must meet
the FedRAMP Moderate baseline

m EXPANDING CUI REGULATIONS

Contractor-Owned Information Systems

» Provides general requirements for non-federal
information systems

» Mandatory training for all personnel before
they can access CUI

» Reporting suspected or confirmed incidents
impacting CUI to the Government within eight
hours of discovery

» Flowing down CUI to subcontractors where
subcontract performance involves CUI



FAR 52.204-YY
Contracts

Without
|dentified CUI

m EXPANDING CUI REGULATIONS

FAR 52.204-YY will apply where the applicable SF XXX indicates that contractors
will not receive or generate CUI during contract performance.

>

If CUI is discovered: Must notify the applicable contracting officer (CO) within 8 hours of
discovery if they discover information that they believe or have reason to know is CUI.

* The contractor must “appropriately safeguard” the information until the CO
determines whether the information at issue is CUI or not.

« This may mean that you need an appropriate encrypted storage mechanism or secure
network even if you think you won’t receive CUI.

Proprietary Information: Contractors must identify the information they own and provide
to the government, such as proprietary business information, so that the government can
determine what should be protected as CUI.

Cyber Incident: If a CUl incident occurs, the government may release information
provided by contractors for limited purposes, such as national security. The government
will only release such information to the extent necessary.

Flowdown: Clause 52.204-YY must be flowed down to all subcontractors in its entirety.

Incidents: Under 52.204-YY, contractors must notify the relevant CO if they discover a
potential CUI incident, i.e., an event involving the improper access, use, disclosure,
modification, or destruction of potential CUI, and inventory the potential CUI involved in
the incident. The CO must be notified within 8 hours of incident discovery.



Submit Your Comments Now

Submit comments in response to FAR Case 2017-016 to the Federal
eRulemaking portal at https://www.regulations.gov by searching for
“FAR Case 2017-016”. Select the link “Comment Now” that
corresponds with “FAR Case 2017-016”. Follow the instructions
provided on the “Comment Now” screen.

Please include your name, company name (if any), and “FAR Case
2017-016" on your attached document. If your comment cannot be
submitted using https://www.regulations.gov, call or email the
points of contact in the FOR FURTHER INFORMATION CONTACT
section of this document for alternate instructions.

EXPANDING CUI REGULATIONS

Instructions

Please submit comments only

and cite “FAR Case 2017-016”

in all correspondence related
to this case.



https://www.regulations.gov/
https://www.regulations.gov/

SF-XXX:

The Contract Form for Disclosure
of CUl in the Contract

31 EXPANDING CUI REGULATIONS




The Standard Form SF XXX

» The rule introduces a new mechanism, the Standard Form (SF) XXX,
Controlled Unclassified Information Requirements

» Agencies will be required to use the Standard Form (SF XXX) in
solicitations and contracts that may involve CUI

» While the contracting agency will provide SF XXX to prime
contractors, higher tier contractors are responsible for generating
and providing an SF XXX for each subcontract they expect to
involve CUI

» The SF XXX must identify the category or categories of CUI that the
contractor may handle or generate during performance

» Contractors are only required to use safeguards for the CUI
specified in the form but may have additional reporting
responsibilities under FAR 52.204-XX or FAR 52.204-YY if they
discover potential CUI not identified in SF XXX

EXPANDING CUI REGULATIONS



SF XXX
Standard Form

for CUI

m EXPANDING CUI REGULATIONS

CONTROLLED UNCLASSIFIED INFORMATION [CU) REQUIREMENTS
m departmantagency (excepd for subconfracts, whane the form mary B tetored &5 Bpproprshe
and filed out by the prime confrecior]. See fhe mefruchions af fhe end of the form

Sotcitaton'Contract Mumbser:

Form Completion Detbe:

PART A: APPLICABILITY OF CUl REQUIREMENTS
The Contracior is expected to collect, develop, receive, fransmil, use, handie, or store CUI under this contract
[ Yes ] Ho
H "Yes " Federal Acquisiion Reguiation (FAR) clause 52 204-XX applas o the condract.

PART B: CUH LOCATED WITHIN A FEDERALLY CONTROLLED FACILITY

Thig contract involves CUL located within a Foderally-controfed Tacility:
[Ives [IHo
SECTION I;_CUI HANDLING REGUIREMENTS

The Contractor must follow agency CUI polities, intluding manking, disssmination, and secufily incdent reportng

requirements. The Contracior must ensune that any Contractor employees handing CLUI within Federnity-controbied
faciiies mesl the following prerequisiies for access bo CUIL

SECTION Il: TRAINING REQUIRFMENTS
[a) General training.

The Contracior musd ensure all Confracior employsts aocessing o genenting CU in association with this contract
compiets iniial ganeral CUT traming prior to accessaing CUL
(i} For traming documentation requirements, sec FAR dause 52 2004-X6{f)

(i) Training souree: [Select Contractor, Agendy, of Third.party Training) =]
The Contraclor must ensure the conbent of the lraining is in accordance with CUE Motice 2018-02, § confractor-
developed training & selected.,

{6} Contractor pmployecs must complete refresher training:

[Sefect every & months, annually, or every 2 years) =

{iv] Coniractor employees who have received general CUI training within e past bwo years may be exernpl frem
initind generall CIUI training upon starting work on this contract. Al that apply ane checked
[[] Contractor may submit information on the empioyee's previsus training and date for agency approval,
[] Employee miy take a st to show knowledge of the sulbjsct,
[[] Employes may tahe rafreshes braanirg mstead of retaking initial training.

[Z] Mo exempiion waiver allowed

e ]
STANDARD FORM M0 200000
Presorbed by GSA - FAR (48 OFR) 8220420



{b) Other additional CUI training Is required: [] Yes [ No (See FAR clause 52 204-XXN(2)0)
« CUI category name and marking.

SF XXX

Standard Form ® W"l%"&?rmnﬁtalﬁ*ﬁ%ﬁﬁ?

f C U I [] Contractor may submit information on the smployee’s previous training and date for agency approval.
or 7] Employee may take 8 test to show knowledge of the subject.

] Employee may take refresher training instead of retaking wvtial tramning.
mmu-r

EXPANDING CUI REGULATIONS



PART C. CUI LOCATED WITHIN A NON-FEDERALLY -CONTROLLED FACILITY
This contract involves CUI located in a non-Federally-controlied facility: [) Yes [ ] No
SECTION L_CUI HANDLING REQUIREMENTS
{a) CUl Compliance.
(i} To verify compliance with the secunty requirements, the agency will:
[7] Review documentation as part of an offeror's proposal for evaiuation during source selection.
[ Review supporting doct after contract award
[7] Require access to offeror o confractor facilities or systems {0 support sgency validations actions.
(i) Frequency or detaits of document subméssion and oversight acions:

{b) CUI Basic.
This contract invoives CU1 Basic: [7] Yes [INo

¥ "Wo" is checked, proceed to paragraph (c) of this sechon for CUY Specified requirements.

(i) The Contractor selects appropriate methods to meet the CUI Basic [ ts for p ity
and storsge methods, mading, reproduction, and fransmission methods; and destruction methods in
SF XXX sccordance with the Code of Federal Regulations (CFR) at 32 CFR 2002 14

The CUI Basic involved in this confract witl be handled identically except for the CUI Basic categories
identified in paragraph (b)(#) of this section

Standard Form O —

(1) Access and dissemination requrements.:

for CU I {2) Information systems and system securfty requirements. The CU!I Basic will be on the foSowing
systems.

[[] Federal information system(s) (operated "on behalf of an agency):

DN@-FMMMW“(MMITM}. The Conlractor spphes
ts from the National Institute of Standards and Technology Specal Publ ) (NIST SP)
800171 Revision 2. (If using clowd computinig services, see FAR clause 52 204-XX(d)(5)(INB).)

[] Aaditional controls are specified in - finsert saction] of the requirements document in
the contract in accordance with 32 CFR 2002 14(h)2), %o address requirements higher than
the moderate confidentiality level

{3) Decontrol, retention, retum instructions:

STANDARD FORM XXXX XX/XXXX

EXPANDING CUI REGULATIONS
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thMMmﬂW““hﬁ'hmnmwu

mm—m ' cuu-u )
SF XXX
Standard Form

for CUI

Emmmwuwanm

{] Non-Federal mformaton systemy(s) . internal IT system). The Contractor applies
2 amumm-fm
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SF XXX
Standard Form

for CUI

EXPANDING CUI REGULATIONS

(b} Giher additional CTUI traiming is reguired:
#» CLil category naine and manang:

(A} Empioyess required fo take mm

iYes [UlMo (See FAR clause 52 208-XX{(N2Ki)

(B} Title of required traming: wining el
{C) Traning source: (Select (‘mwar figency, wmom Training) .
{D} Freguency of refresher faining: {Select evwﬁ mcmths annuaily, or every 2 yesrs) -

() Confractor empioyees whe have recewed the listed fraining within the pag! two yemmzy bn exempkfmm
initia! training upon starting work on this contract. Al that apply are checked.

73 Contracios may subnit information on the employes’s previous training and date for sgency approval.
{7} Emplayee may take a test to show knowlzdge of the subject.

7 Emwloyee may take refresher tralning instead of retaking initial fraining.

{7} o exemplion waivet allowed.

STANDARD FORM XXXX XOUXXXX



SF XXX
Standard Form

for CUI

EXPANDING CUI REGULATIONS

MSTRUCTIONS

Gengral

1. Who filis o the form?

The departmentiagency fills out the form, not the contractor, ¥ a contractor wishes to use the form to convey
require 2 to 2 sube lor, the confra may %aifor the requireroents ss appropriate and fili oul the fom for the

What is controfied unciassified information {CUl?

CUl is information that must not he pobiic {(see the definiion &t the Faderal Avquisition Regulation (FAR) 2.101). For
information about CLN, CUJ Basic, CUI specified, and the CUI Regiatry, see FAR 4.40% and 52 204-XX, and the Nationsl
Archives and Recors Administration (NARA) reguiations af e Code of Federal Reguiations (CFR) a4 32 CFR part 2002
An example of CUI i "contractor proprietary businese information™.

PART A. APPLICABILITY OF CUI REQUIREMENTS

Does the sclicitation or contract involve CU - either ad‘gﬁfppﬂma.y punpose of er inciklendtal to the conbiact? e,
will the contractor handie CUY, or develop or operate @ sysferiihael contains CUT at any point?)

if no, the contract wis not invalve CL, then check "Ho". Stop here, The remainder of the form will e left blank. FAR
dause 52 204-YY, identifying and Regorting informsaiion That is Potentially Controlied Unclassified Information, will be
used in soliciations and contracts when this form indicates "No.”

¥ yes, the contract wil mvoive CUI, then chack "Yes®™ and tosypiete the form where applicabie for yous soliciation or
contract FAR ciause 52 204-XX. Controfied Unclassified lnformation, witt be used in solictations and contracis when ftus
form indicates "Yes "

PART B, CUILOCATED WITHIN A FEDERALLY-CONTROLLED FACILITY

A
Wiil ihis contract involve CUI located within a Federally-controfiad facilily?
If no, the CULis NOT ipcated within & Federaity-controlied fazfiity, then check "No” and procecd to Patt C.

if yes, then check "Yes”™ and complate sectione | ant il in Pan B,

SECTION & CUI HANDLING REQUIREMENTS
¥ the contract inwvoives CLA that requires contractor employess (o meet cerlain prerequisites befors being allowed to

access the CUI, the agency must dentily the access psites in the fill-in field. The contractor must ensure its
smpioyses wils will need actess 1o the information meet e rrarsquisies.

mmmmWWmeme:oMmmqammwwmcw Registry
o7 from a CU Spectfied authaudily and may inctuds LRCMs or flswfis Covernment purpese (LGP ) restiiztions that a person
rust meet in order to access the CUL

Exampies: 1) For a contragt involvimg TUL thet has a no foreign nationals "NOFORN® limited desemingtion controt, the

agency might enter "Employaes handiing {category of CUT] under this contract must ot be forpign navonais™. (2) Fora

coniract involving CUf Specifled category SP-CVTI, the agency might entsr "Empioyess must have a nalions! security

background nvestigaion.”

This does not include geners! background mvestigations, clegtance processes, hiring requirements, 1D card processes,

efc. that involve access 1o agency systems i genera or fo agency facilitius, tis covers only CUl-specific requirements.
il



SECTION }i. TRABING REGUIREMENTS.
{a} Provide general CUl training information.
{1 Al confractor amployees musl take genavral CUI aimng prios 1o aocessing CUL They must alag complete
refrasher traming not iess often then once evary two years.

(i} identify the source for the general CUI training {i.e., confractor may develop its own iraining, contractor must use
thmm.wmmyuwmmwmmu)

(i) Whmmmmmawmemqymmmﬁa every & months, annually, or every

2 years),
(v} If the agency will aliow contractor employees to be exampt from the requirernent for initis! general CU training
when they have ived such ireining in 2 previous job, check the appiicable methods the agericy will aflow

contracior empioyees o use (Le., submit expioyes hisining detsils, empioyee teating, or refresher training] 1o
demonsirate proficiency. If the exemption waiver is not aliowed, chieck the last box.

{b} Provide other additional CUI training information.

i the agency requires scime or all contracior employees W lake additonal tralning in accordance with FAR 52.204-
XX(TU2Yi), check "Yes" and complets the mformation. IfFthere are no additional training requitements, check "No ™
St

Enter the Cill categotry nanye and marking matrequirﬁféwm fraining in the fillm Sehd.
{4} Enter the group of conimcior empioyees who must take he trainmng by titie, the office they will work in, or other

SF XXX {B8) Erter the titie of the additional training they must {ake.
{C) Select the franing source from the drop-down for the additiona training (Le.. contraciar may devslop &g own
Standard FO rm training, contractor must use agency training, or contractor may use training developed by third parties).
{D) Sciect from the drop-down box the freg y with which contractor emplayees must re-take this additional
framing.
for CU I (E) wmwywmmm‘mmmmmemmmmmmmmnmwm

memwmsmamywwmmmwmmmmmmwmcramgm
appropriate box{as) {i.e., submit amployes fraining defails, empioyee testing, or refresher training). if an
exempion waiver I8 not alftowed, Zheck the iast box.

Use the "Add Additional Trzining” bution I create an anby for each CUS categary.

PARY C, CUI LOCATED WITHIN A NOK-FEDERALLY-CONTROLLED FACILITY

Will this contract involve CUH located within a non-Federsily-controfied facility?
I ne, the CUI s NOT located withen a non-Federaliy- eonﬂthcdﬂy. then check “No™. Siop hers; the remaning

sections in Part C wil not be applicable, 5
if yes, mncm"{wmmmrwm:\f
SECTION & _CUI HANDLING REQUIREMENTS.

(a) identify which inethod(s} will be used to verify compliance. Dalermine which methadis) the agency will use fo
yerify fhe confracior i3 complying with the contract’s securily requitements.
{i) Check one or more of the boxes that apply =t (a){i) "To verfy compliance with the security requirements, the
agency wil"
{i} Using the fill-in Hiekd under paragraph{ajifi}, enter how.sften fantwally, every six months, etc.) the contracter will
need o submit verifying documents, medeﬂnisofdoeumm:umﬁum and the type of oversight actions the
agency will engage in. 2

EXPANDING CUI REGULATIONS



Department
of Education
Proposed CUI Rule




New Department of Education
Proposed Rule

“The Department relies on schools participating in the
federal student financial assistance programs and other
grant programs under the Higher Education Act of 1965, as
amended (HEA), to help carry out a wide range of business
functions.

Schools routinely process, store, and transmit Controlled
Unclassified Information (CUI), which includes personally
identifiable information (Pll), sensitive personally
identifiable information (SPIl), and information.

The protection of sensitive data while residing in school
information systems is of paramount importance to the
Department.

To assure schools properly protect CUI, as required by
Executive Order 13556, and the regulations at 32 CFR part
2002 which require non-Federal entities handling CUI to
implement NIST 800-171 Protecting Controlled Unclassified
Information in Nonfederal Systems and Organizations (NIST
800-171), the Department plans to propose to regulate on
information security requirements.”

Source: RIN: 1845-AA25

EXPANDING CUI REGULATIONS

OFFICE of INFORMATION and REGULATORY AFFAIRS U.S. General
X OFFICE of MANAGEMI

NT and BUDGEI Services A
> y Administration GSA

nve Orrice oF THe PresipeNt

Reginfo.gov search: O Agenda @ Reg Review @ ICR

Home Unified Agenda Regulatory Review Information Collection Review FAQs / Resources Contact Us

View Rule
View EO 12866 Meetings Printer-Friendly Version Download RIN Data in XML
ED/FSA RIN: 1845-AA25 Publication ID: Spring 2024
Title: Cybersecurity Standards for Institutions of Higher Education to Comply With EO 13556 and NIST 800-171

Abstract:

The Department relies on schools participating in the federal student financial assistance programs and other grant programs under the Higher Education Act of 1965, as
amended (HEA), to help carry out a wide range of business functions. Schools routinely process, store, and transmit Controlled Unclassified Information (CUI), which includes
personally identifiable information (Pll), sensitive personally (dentifiabie information (SPIl), and information. The protection of sensitive data while residing in school
information systems Is of paramount Importance to the Department

To assure schools properly protect CUI, as required by Executive Order 13556, and the regulations at 32 CFR part 2002 which require non-Federal entities handiing CUI to
implement NIST 800-171 Protecting Controlled Unclassified Information in Nonfederal Systems and Organizations (NIST 800-171), the Department plans to propose 10
regulate on information security requirements

Agency: Department of Education(ED) Priority: Other Significant

RIN Status: Previously published in the Unified Agenda Agenda Stage of Rulemaking: Proposed Rule Stage
Major: Undetermined Unfunded Mandates: Undetermined

CFR Citation: None To search for a specific CFR, visit the Code of Federal Regulations.

Legal Authority: 20 U S C 1090 1AUS~ RaNt atcan  F O 13RER

Legal Deadiine: None CUI Category: Student Records
Timetable:
Action Banner Marking for Specified Authorities: CUI//SP-STUD Site

NPRM . . g

: Banner Marking for Basic Authorities: CUI
Regulatory Flexibility Analysis
Federalism: Undetermined Category As per 20 USC 1232g, the Family Educational Rights and Privacy Act of 1974
Included in the Regulatory Plal  Description: an educat i which is comprised of those records which are directly

RIN Data Printed in the FR: No

Category STUD
Marking: Safeguarding and/or Basicor | Banner Marking

Dissemination Authority | Specified

Alternative CUI//STUD 20 USC 12322(a)(1C) R Basic cul
Banner Marking

for Basic 25CFR43.14[R Basic cul
Authorities:



https://www.reginfo.gov/public/do/eAgendaViewRule?pubId=202404&RIN=1845-AA25

What do you need to do?




Things a Contractor Can Do
to Prepare for CUI Clauses

Scoping
» Know what clauses are in your current contracts

» Look ahead - Know what the agencies you want to
contract with may have for CUI clauses before you
bid

» Know what CUI you have on your systems currently
and where those files are stored and shared

» Know who in your organization has access to these
files

» Know what systems you store them on - not all
systems are compliant

EXPANDING CUI REGULATIONS

Prepare & Plan

Are your systems NIST 800-171 compliant? What is
your current score?

Do you need to build a new CUI enclave? Can you
buy an inherited SaaS environment (PreVeil,
Box.com, Kiteworks etc.)?

If you are on Microsoft Commercial - know that it is
not compliant, and you will need to consider GCC/
GCC High

If you are on Google, you will need to consider the
Google Gov platform or an overlay Saa$ solution

Are you storing CUI in your ERP/Business Systems?
You need to know before planning your
architecture



Things a Contractor Can Do
to Prepare for CUI Clauses

Ask Questions Don’t Fail to Plan for Contingencies & Incidents

» When the RFP has a Q&A session - ask questions! » Even if you get a FAR 52.204-YY, that does not
» Will DFARS 7012 or DFARS 7021 be put on this mean you will never see CUI

Contract? » You may receive CUI at any time so have a backup
» Will this contract be exempt from DFARS 7012 /7021 plan (PreVeil is a great option for this)

due to [COTS items or Commercial Items] » Receive all email for any Federal/DoD contracts

through a secured address - do not assume the
Government knows where to safely send you CUI -
they will send to the address they have on file

» Will CMMC certification be required as a condition
of award?

» Until the new FAR clause comes out - ask for the

Security Classification Guide (once the FAR comes > Put a header on your lower security side emails to
out, the SF-XXX form will take its place) prevent accidental CUI spills to unsecured systems:

“This email is not approved for the receipt or
processing of CUl. To send CUI to [company]
please address it to [secure-email@company.us]”

EXPANDING CUI REGULATIONS



Questions?




Save the date for our next Government Contracting Webcast

» Thursday, March 20, 2025
11:00 AM - 12:00 PM ET

» Handling ITAR & Export Control Data: Exceptions for Existing Agreements &
Cybersecurity Implications

» Join Christina Reynolds of BDO USA and Erica Bakies with Seyfarth Shaw LLP as they
discuss the complex landscape of Cybersecurity Maturity Model Certification
(CMMC) and Controlled Unclassified Data (CUI) and the intricacies of CUI and US
Data sovereignty withing the International Traffic in Arms Regulations (ITAR).

» Register today!

v

1.0 CPE Credit In the field of Information Technology (IT)

EXPANDING CUI REGULATIONS


https://www.bdo.com/events/handling-itar-and-export-control-data?utm_medium=Email&utm_source=Marketo&utm_campaign=ReputationBuilding&utm_content=AdvisoryForensicsandInvestigations&utm_term=7732

About BDO USA

Our purpose 15 helplqg people thri Together we are focused 0
‘sustamablegu tcomes and value f hents nd our communiti

company, reflecting a cult that puts ople irst. BDO p ofessmnals
for a diverse range of client acro/ss the U.S. Qnd in over Jountrles throug

BDO is the brand name for thOBDO‘network and for eac of the BD '
professional corporation, is the U.S. member of BDO Interni? ’1
and forms part of the international BDO network of lnjlepe nbe
visit: www. bdo com.
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